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Abstract

In this paper we attempt to classify organizational failures that can occur during the
integration process of autonomous systems. The paper reports on ongoing research in
the area of systems integration. Our purpose is to provide a taxonomy of organizational
failures, so that there is a basis for analyzing some of the possible organizational failure
modes resulting from putting together two organizational systems, each with its own
purpose in its own organizational context, to make a new Dependable System of
Systems. It thus provides a way of examining some new emergent failure modes. It also
points out possible failure modes that, because they are organizational, cannot be
prevented or tolerated at the level of the individual technical systems or the technical
system that brings them together.

1 INTRODUCTION: THE CONCEPT OF SYSTEM OF SYSTEMS

A DSoS is a dependable system composed of independent autonomous systems. The
purpose of a SoS is to provide a set of enhanced or improved “emergent” services, based
on some or all of the services provided by the participating components systems. The
provision of these emergent services requires co-operation between the systems. Since
the component systems are autonomous, putting them together involves a number of
challenges. Certain aspects that pose a number of interesting technical as well as non-
technical problems are a) crossing organizational boundaries [1] b)providing fault
tolerance across the spectrum of the entire SoS and [2] c¢) making sure that goals
embedded in the design and execution of component systems does not bring the services
of the SoS into conflict [3].

In outline, the approach will be to take two simple conceptual models of an
organization, models that are relevant to the idea that a system has a role to play in an
organizational context, and use these models to describe a number of organizational
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failure in which a single system can be implicated. By organizational failure here, we
mean to exclude technical failures of the system itself, i.e. failures to deliver — for
whatever reason — the specified service, but to include those many cases where although
the service delivered may be considered in accordance with some specification, it fails to
fulfill some organizational purpose it was intended to fulfill. We shall extend this
discussion to look at problems emergent from a composition of two organizations. The
conclusions and results presented in this paper have been derived from a travel agent case
study in which we attempted to integrate autonomous booking services (hotel, flight, car
and insurance booking services) in order to provide a full trip booking service comprising
flight, accommodation, car rental and insurance.

Simple Models

The two simple models we shall present show two different but related aspects of an
organization: structure and process. Briefly, the structure model is a standard one of
dividing the organization into responsibilities for direction, for management and for
execution. The actual structure of any particular organization is determined —to a greater
or lesser degree — by how these responsibilities are mapped onto individual role holders
and individuals in the organization; this can obviously vary from one organization to
another. What is invariant across organizations is the existence of these three types of
responsibility, and the fact that they are mapped onto roles and individuals. The process
model divides organizational processes into three types: scoping the business (i.e.
deciding what the organization is about), resourcing the business (i.e. procuring and
managing the resources needed for the organization to do whatever the scoping process
determines it should do) and delivering the business (i.e. the actual performance). It is
important to realise that this process model is not just a re-articulation of the structure
model. An organisation that simply combined direction with scoping, management with
resourcing and execution with delivery would be very naive and not very effective. At the
very least, each of the scoping, resourcing and delivery processes would have its own
internal D/M/E structure within it, but the actual relationships in practice show a wide
variety of configuration possibilities.

Organisational Structure

As indicated earlier, we classify the responsibilities that exist in an organization into
direction, management and execution responsibilities. Direction responsibilities are for
deciding on desired future states of the organization, for enunciating strategies for
achieving those states, and for allocating generic resources (e.g. overall budgets) to
enable the achievement. Management responsibilities are for turning policy objectives
and strategies into plans, for transformation of the generic budget into actual resource
instances and allocating and deploying them. And of course there are required back
channels of reports and accounts. Similarly execution consumes the resources in fulfilling
(or not) the plans and reporting back. It is already easy to enumerate a number of failure
modes i.e. wrong strategy, wrong plans, wrong execution.When we compose two

108 JOURNAL OF OBJECT TECHNOLOGY VvoL.1,No. 3



Introduction: The concept of System of Systems //

organisational structures, there are two levels at which the composition can take place:
shared management or shared execution.
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We can now start enumerating different failure modes. In the shared execution case,
different plans can conflict or interfere, different reports and accounts can be passed
upwards on the two different channels, execution failure can result in different recovery
actions at the management level, management can disagree on the allocation of
responsibilities, and so on. Similarly, in the case of shared management, there are
opportunities for conflicting policies, differing reports and accounts, arguments over
managerial responsibilities and so on. The point of these pictures is to provide a simple
pictorial representation so that when a particular failure is analysed, it is clear at what
level in the organization exception signaling and recovery mechanisms can be placed.

2 ORGANISATIONAL FAILURES DURING SYSTEMS
INTEGRATION

Although the scoping/resourcing/delivery model describes an organisation in terms of
processes, these processes do not always (or indeed hardly ever) employ distinct
mechanisms. Thus the delivery mechanism will embody aspects of the (results of the)
scoping process; and so on all the way round. And, as explained previously, in an
effective value-adding network, the scoping policies of individual enterprises may not be
independent. This means that we cannot assume that we can provide a failure -proof
travel agent simply by connecting together delivery mechanisms from component
suppliers. Examples of scooping mismatch include marketing policies (e.g. different
booking systems can assume it is the customer, or an agent, who is interacting with the
system), systems with differing models of trust (e.g. credit card authentication required
before the transaction can begin, as opposed to authentication when the transaction is
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committed), and so on. These policy mismatches should not be seen as mere technical
glitches to be overcome by ingenious Java programming in the travel agent system.
Rather, they are policy mismatches which constitute a fault which may result in a failure
of the travel agent to deliver an adequate service to the customer, and recovery
management needs to be addressed at that level. Two particular sources of problem arise
from (a) post-transaction failures and (b) post-transaction changes.

If one component organization or service in a brokered package of services fails,
then under some but not all circumstances it is the responsibility of the service provider to
make alternative arrangements, or compensate, for the loss. Where there is a lack of
transparency, which is particularly true of the travel industry, it is understandable that a
travel agent may not wish to make it clear to the customer in advance what the possible
failures are and how they might be recovered from. In the event of airline failure
(whether lack of aircraft or cessation of trading), for example, some —but not all- airlines
will themselves try to rebook passengers on other flights. Some —but not all— hotels will
seek to re-accommodate travelers if booked accommodation is not available. Some —but
not all- travel agents have an emergency number which clients can phone for assistance
in the preceding cases. There are three major strategies which can be used to deal with
these post-transaction organizational failures. They are:

Forward recovery, Alleviation, Compensation. An example of forward recovery is
rebooking, either by the failed airline or the travel agent, on to an alternative carrier. An
example of compensation is leaving the responsibility for alternative arrangements up to
the traveler who can then claim on some insurance policy — either traveler’s or the travel
agent’s. An example of alleviation is the facility offered by some charge cards that under
circumstances of failure, a certain amount may be charged to the card which will not be
recharged to the cardholder (usually provided the original charge was made on the card).
Fault-tolerance does not seem to be an option.

Case Study Observations

The structure model of the TA reveals its scope, resources and delivery system. The TA
provides full trips consisting of separately chosen accommodation, flight and vehicle to
holiday makers. This automatically sets the market which the TA targets. After the
market has been identified there are certain assumptions and decisions that need to be
made. Bearing in mind that the scope determines the type of resource, we have selected a
number of booking systems which are considered appropriate for the TA in the sense that
their scope is compatible — we are, for example, excluding package holiday providers.
Within the scope we have defined a number of policies regarding the operation of the TA,
assumptions about the clientele, the interaction process and the overall responsibility held
by the TA. The selection of the type of resource is based on the assumption that the
booking systems comply with the scope we have determined for our system. The
delivering system provides the service determined by the scope using the resources.
Again, the type of delivery system is determined more by the scooping decisions we have
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made than by the resources brokered. Design decisions, and implementation schemes are
based on this.

The following diagram illustrates what we have discussed so far.

Boggﬁg KLM, SoS
\system” Hertz TA
Org.

Booking
stem

Figure 2. Travel Agent Case Study

Notice that the connections between the resources and the TA are taking place via the
linking interfaces of the delivering systems. The booking systems are assumed to be
autonomous organisational structures that provide a particular service. We obtain their
services via a linking interface. The thick black line indicates an organisational boundary
which prevents us viewing the scope of the participating systems. We only have access to
the service i.e. the delivery system. Observing a system from a call interface only
provides a limited view about the system’s services and in particular the policies and
scope of those services. Given that the scope of the TA defines its market target and the
interaction with its clients it is wise to obtain resources (i.e. booking systems) whose
scope complies with the scope of the TA. The scope however cannot be seen via the call
interface. We could indeed observe and test a LIF to improve fault tolerance of the
overall system but we cannot obtain information about the scope of the service (e.g. who
it is intended for). We can obtain partial information on how the service is delivered by
looking at the protocol and the relevant transactions that take place but we could not for
example obtain information about the policies regarding a protocol, authentication, levels
of trust etc. This limitation can be accommodated within a static system because
decisions can be made prior to setting up a TA delivery mechanism. What cannot so
easily be done is to detect, and respond to, changes in the scoping decisions of suppliers.
Some typical failures would arise in the following scenarios. We have assumed that the
TA policy has defined a way which the TA interacts with customers and processes their
requests. Such policy assumes, for example, that the TA does not require registration and
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shows a high level of trust in its clients. We also assume the TA chooses to consider a
journey as an end-to-end arrangement.

a) Booking System A requires customer registration.

This is in direct conflict with the protocol of the TA since the latter does not require
registration. Although protocol differences like this can be observed at the LIF, additional
policies regarding the levels of trust (which the registration process is related to) cannot
be observed at the LIF. This can be regarded as a mismatch between policies of
organisational trust.

b) Company A is a ‘no-frills’ airline (customer base).

Such airlines typically take no responsibility for knock-on consequences of delayed or
cancelled flights, even when the next leg is one of their own operations. This is an
example of market target clash between the TA and the supplying system. Obviously this
cannot be observed at the LIF and additional monitoring mechanisms at the level of the
TA would be needed to resolve these issues. This is in direct contrast with the scope of
the TA which targets independent holiday makers traveling on full-service airlines.

There could be many examples like the ones above that illustrate the point that LIFs do
not offer adequate information for including an autonomous system as a resource of a
SoS. We count these as examples or organisational failure since recovery, if it is to be
achieved at all, has to be done at the level of the organisation. Let us view another
category of failures that is raised during the actual service delivery. Remember that we
have assumed that systems are autonomous in the sense that they operate outside the
scope of the SoS.

¢) Inaccuracy of information

The quality of information produced by the booking system could hinder the overall
service offered by the TA. Questions such as ‘is the information up-to-date’ and ‘is the
source reliable’ cannot be answered by only looking at the LIF. The main question that
we need to consider when we compose a service from various sources is whether the
quality of data adheres to the quality expected by the TA and its customer base. It is a sad
fact that some operators publish incorrect information about their services on their own
websites. Here again it is a policy decision to be made by the TA how much effort they
are prepared to spend in dealing with recovery from failures experienced by their clients
due to misinformation outside the control of the TA.

d) Service offered differs from the service promised or advertised

This is closely related to the first point and again unless performance records are
maintained this type of information cannot be found at the level of the LIF. However, this
raises the possible need for an additional interface to the TA which allows clients to
submit reports to the TA on the services brokered by the TA. This is a facility already
offered by conventional travel agents, particularly those serving the business travel
community.
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e) Time semantics

It would be wrong to assume that component system operate on the same time semantics
regarding the handling of requests. In fact it is likely that component system will operate
according to their own semantics which are embedded into the delivery system and
hidden from view. The TA needs to be aware of these prior to making any requests.
Consider the following example. The TA has a 30 second timeout rule. This implies that
a reply for any request has to be received within 30 seconds. If this does not happen the
TA throws a timeout. The booking system however operates a queue which due to its
nature and the number of requests received operates a 45 second timeout rule. This as one
can imagine can lead to the booking system actually making a booking i.e. handling the
request successfully while the TA thinks otherwise. Can we observe time semantics over
the call interface?. Unfortunately these are set as part of the operation policies of each
system and are hidden from view.

We have shown so far that call interfaces (LIFs) can only offer some indication regarding
to the services of the booking system. In fact we have shown that although they can show
how a service is delivered (protocol) they do not indicate the operation policies of the
service. Additional interfaces are necessary to do this. Composing an emerging service
out of services obtained from autonomous systems can lead to failure due to a number of
errors. We summarise these below.

a) Market

The service may not be intended for the same market base. These targets are set as part of
the scope of the organization and are therefore invisible at the interface level.

b) Protocol

Although the protocol is visible and to an extend it can be manipulated, we cannot always
assume that we can compose the trip using any component system. Although wrapping
would allow us to hide some of the incompatibilities regarding i.e. requirements
expressed in additional requests, they cannot hide certain aspects of the interface that are
part of a wider policy i.e. authentication, user registration etc.

¢) Reliability of Service

As we have mentioned earlier this cannot be assumed and additional mechanisms would
be to be in place to ensure that the same quality as described by the scope of the TA
would be maintained throughout.

d) Responsibilities

There are a number of responsibilities that need to be assigned on certain roles in order to
avoid failure. Consider the following questions: Who is responsible for informing the
user of changes? Who is responsible for compensating the user? Can the user cancel the

trip and within what time scales? All these responsibilities need to be assigned roles in
order to avoid failure.
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3 ENHANCING DEPENDABILITY

Some of the organizational failures can be prevented by adding additional layers of
exception handling, maintaining additional information about each component system,
and keeping track of performance records. Some of the following could solve some of the
errors that give rise to failures.

a) Accessing additional interfaces.

Although this may not always be possible it is desirable to obtain some information (such
as public information) about the scope and policies of the systems. An interface between
the scopes of the two systems would eliminate failure raised from clashing policies. It
would also provide a better idea as to whether it is feasible to include a particular system
as a resource. However, to be effective, this would require support at the management
level of the separate organisations.

b) Metadata

Metadata information could be used to maintain certain policies in data structures. While
not all policies can be represented in data structures, keeping metadata about customer
base, protocols and authentication would allow the TA to reason about the composition of
the emerging service (i.e. suggesting that a,d,f compose better than a,b,d). Since operation
policies can change metadata would also need to be changed. Additionally we would
need to ensure a reliable interface for obtaining such information.

¢) Model of Responsibilities

While maintaining the brokerage model of operation, providing the user of a model of
responsibilities (i.e. who is responsible for what) would help the TA to assign roles for
every responsibility (cancellation policy or changes in trip details). As we mentioned
earlier post transaction management needs to be dealt at the level of the SoS and all
responsibilities derived by it need to be assigned roles.

d) Composing according to user requirements

Being able to compose an emerging service according to user’s requirements would allow
the TA to avoid failures regarding clashes between certain policies (the user is a
backpacker while the trip is for business class travelers). This of course implies certain
technical implementation in order to discreetly obtain data about the type of client and
address that particular client using the appropriate service.

e) Maintaining performance records

Maintaining records on different compositions and users would help the TA to assess the
compatibilities between the services offered by its component systems and the type of
users it services. It would also allow the TA to evolve its services according to the
evolution of the component system. Additionally they could provide an indication about
changing policies, scope, operations etc.
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f) Involving the user

Finally involving the user in certain decisions would allow the TA to drop certain
responsibilities. The user can be involved in selecting a particular configuration of a
particular trip that addresses his type. The TA additionally could make suggestions about
certain configurations and maintain track of users’ preferences. This would help resolve a
number of issues regarding targeting the right customer with the right service. Involving
the user in this process would help the TA to resolve issues raised by quality of service
(user can select a service based on past experience), reliability, accuracy etc.

4 CONCLUSIONS

In this paper we showed that integrating enterprise systems is not only dependent on
implementing the right protocols, transactional models and providing a sound exception
handling strategy. System interfaces do not provide sufficient information to guarantee
dependability across the sos. This lack of information can lead to organisational failures.
Some failures stem from incompatibilities in the scope of the two systems and they may
or not manifest themselves as technical faults. We attempted to classify these failures
according to their impact and provide some ideas for solutions to prevent them.
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